Section 70-23 Security

70-23 SECURITY. The Contractor assures that no action by his operation will cause a safety and/or
security violation of the Airports Operation Manual or Federal Aviation Administration regulations. Any
fines and/or penalty costs incurred as a result of the Contractor’s failure to comply with Airport or FAA
regulations shall be the sole responsibility of the Contractor.

Any employee of a contractor or subcontractor who may be a risk to public safety as determined by the
Airport Authority will be prohibited from entering a secured area.

Contractor shall provide all equipment and vehicle markings and barricades as required per FAA
Advisory Circular 150/5370-2E, “Operations Safety on Airports During Construction.” Each
vehicle/piece of equipment operating within the secured area shall have the contractor’s name
prominently displayed on each side of the vehicle/piece of equipment and shall display an orange/white
checkered flag or flashing yellow light.

A. Operational areas for aircraft shall be maintained at all times. 1AA shall coordinate the
locations of these areas with the airlines.

B. When notified by IAA the contractor shall provide an escort for Union Representatives
requesting access to any project located within airport security-controlled areas. for the
conduct of official union business.. Union representatives must be escorted at all times
they are within security- controlled areas.

Contractor shall be responsible for completing daily Secure Area Access Control and Secure Area
Vehicle Control Rosters listing all personnel and vehicles that will be operating on the project for that
day. The list will then be delivered, by fax, to the Airport Access Control Manager (487-5078) prior to
the start of each workday. A copy of this list will then be forwarded to Gate Security Personnel where it
will be used as the approval list for that day. Approval lists are valid only for the workday on which they
were signed and as such will expire at the end of that same workday. (Note: Weekly lists may be
authorized, on an as needed basis, at the discretion of the Access Control Manager).

Contractor must provide sufficient, Airport authorized, security personnel at appropriate locations to
ensure that the security of the AOA is maintained at all times.

Contractors on-site in security-controlled areas (AOA or SIDA) must be escorted to and from the jobsite
by airport approved escort personnel. At no time shall Contractor personnel proceed unescorted into a
security-controlled area. Appropriate security supervision must accompany the Contractor personnel at
all times Contractor is in the AOA or SIDA to assure that security is not compromised and proper airside
security procedures are followed. This may include the provision of “Flagpersons” at designated
locations where vehicular traffic crosses active movement areas (Taxiways). When required, these
“Flagpersons” as well as the Flagperson’s escort drivers must confirm, by personnel observation, that no
aircraft is approaching their position when given clearance to cross the movement area. In addition, it is
the responsibility of the escort vehicle driver to verify the movement/position of all escorted vehicles at
any given time. One Escort may move a maximum of two vehicles at a time through the AOA.
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Additional on-site supervision within designated work limits located inside security-controlled areas
(AOA or SIDA) may require the use of approved “Crew Guards”. When indicated, these Crew Guards
will be responsible to provide full-time visual surveillance of all contractor or subcontractor personnel.
When required, the ratio of Construction Personnel to Crew Guards shall not exceed 6:1. In addition, if a
worker within the designated work limits needs to leave for any reason they must be escorted out of the
area by an approved escort. In the event a Crew Guard is also approved as an Escort he may lead the
individual out of the area only if the required number of Crew Guards remains available within the work
limits. NOTE: Workers cannot be left with “Flagpersons” as they are to be dedicated exclusively to the
safe passage of vehicular traffic across active movement areas. All Crew Guards, Flagpersons and
Escorts are to be supplied by the Contractor.

Throughout the project, the perimeter of the airfield must be secured at all times in accordance with FAA
standards. During periods of non-work, in the case that the integrity of the secure perimeter fence is
compromised, i.e. does not comply with FAR standards (concrete secured posts, 6 minimum fabric
height, top-rail, and barbed wire); the Contractor must erect a sufficient physical barrier, fabric, wire, or
other adequate barrier to restrict access to the compromised area and supply appropriate on-site security
personnel to prevent unauthorized entry into secured areas. Failure to comply with airfield security
regulations shall result in TSA levied fines being levied, payment of which will be the responsibility of
the Contractor.

Access to the job site by all Contractor and subcontractor personnel will be restricted to those gates
identified in the documents. Only those gates identified will be used for construction related access to
security-controlled areas.

The following companies are approved to provide this service at Indianapolis International Airport:

Protection Plus White Security Aviation Security Company
2345 S. Lynhurst Drive | 8146 McFarland Road 4264 Hadleigh Drive
Indianapolis, IN 46241 Indianapolis, IN 46227 | Indianapolis, IN 46241
317-244-7569 317-882-7195 317-856-5533

Any employee of a contractor or subcontractor who may be a risk to public safety as determined by the
Airport Authority or the Construction Manager will be prohibited from entering the Site.
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Access Control Procedures
(Airfield Construction Projects)
Revised March 2006

1) All vehicles will be stopped at the access gate prior to being granted access into any restricted area or
SIDA (Including marked Airport vehicles). Every vehicle will be required to have:
= Company Logo or other form of Company identification prominently visible on the vehicle
= Yellow flashing light is displayed on vehicle such that it is visible for 360° or vehicle has an
Orange and White checkered flag prominently displayed
= Airport vehicles may have strobe lights at all four corners of vehicle instead of yellow light or
flag
= Valid vehicle identification tag matching daily Vehicle Control Roster (Contractor vehicles)
= Correct color placard as specified on daily Access Control Roster (Issued when accessing the
AOA for the first time of the day) — (If required for project)
»= Number on placard matches number listed for that vehicle on daily Vehicle Control Roster —
(If required for project)
2) All individuals will be stopped prior to entering airfield to ensure the following: (Physical contact
must be made of ALL ID’s)
= Contractors
o Name and picture on Drivers License or Government ID matches name on daily Access
Control Roster and person presenting ID
0 Last four digits of Drivers License match those listed on daily Access Control Roster
= Airport Personnel
0 Picture on Airport ID matches person presenting ID
0 Name listed on ID is not on latest “Stop list”
= Passengers in Airport Vehicles
o Airport personnel identification shall be validated as above
o Non-airport personnel will be required to present valid Operators License or other valid
government issued picture identification
0 Gate guards shall maintain a list of all non-airport employees escorted by or
accompanying airport employees. List must include the following:
a. Individuals name
b. Type of identification media presented and ID number
c. Name of airport personnel providing escort
d. Vehicle number in which the individual is traveling (if applicable)
= Escort Personnel
0 Picture on Airport ID matches person presenting 1D
o Name and last four digits of Drivers License match those listed on daily Access Control
Roster
0 Name listed on ID is not on latest “Stop list
3) Emergencies
= If an unauthorized person should gain access, the Airport Control Center should be contacted
IMMEDIATELY @ 487-5093
= In the event a person attempts to gain improper access the person should be denied access and
the Airport Control Center notified immediately @ 487-5093.
= ALL emergencies of any type should be immediately reported to the Airport Control Center
@ 487-5093.
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